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Change password via remote access from external
stations

Users working on external stations must change their password using ldentity manager —
[ DM midPoint

Procedure:

e Change your password only when you have a stable internet connection
e Connect through the Cisco Anyconnect VPN client
e Connect to Citrix

e Password change is only possible in IDM-Identity manager — B 10M midPoint

- Login to the citrix environment without logging into the virtual desktop (VD)
- Login to citrix with virtual desktop (VD) login
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Login to Cisco Anyconnect VPN

Detailed instructions including installation resources are available at

https://www.cez.cz/vzdalenypristup-cac

To log in to the citrix environment without logging in to the virtual
desktop (VD)

You can log in to the Citrix environment by typing https://citrix.cezdata.corp in the browser address bar.
Note: the first time you enter an address, you must specify https://

login page is displayed.

Click on Detect Citrix Workspace app-in the
pop-up dialog box, check "Always allow the
citrix.cezdata.corp site to open links of this

type in the associated application” —
click on Open

‘ o e

On the private ( external station) select Log On: Username and password

Log On funguie jen na PC/NB CEZ, jinak zvolte Log On: Username
and password. Log On: only on PC/NB CEZ, otherwise please use
Log On: Username and password.
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https://www.cez.cz/vzdalenypristup-cac
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It is required to log in using KPJM (corporate user login to the CEZ Group information system) and
password to the cezdata domain.

User name | xem

heslo/ password
Password: ‘

E SKUPINA CEZ Domain cezdata "

E SKUPINA CEZ

—— -

e e €@ €@ ¢ ¢ ©

identity Manager \dentity Manages Internet Explorer intranet £62 Microsoft Edge Microsoft Teams - Outiook 365-web Outlook365-web
(] web

Log in to the web portal, where the APPS tab displays the assigned virtual applications,
including IDM midPoint (short for Identity Manager)

after launching it, the login to the IDM midPoint application will take place in the citrix

“ Citrix Workspace - Security Warning
An online application is attempting to access
information on a device attached to your
computer,
Starting... e
N . . hese d
) More information Cancel
| £ Do not ask me again for this site.
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Change password

After logging in, the IDM midPoint application environment is displayed, where you can change the
password (under the currently logged in user). The actual change can be done by clicking on the "
CREDENTIALS " icon in the left part of the screen, the so-called "self-service" or by clicking on the
"CREDENTIALS tile at the top of the screen, see the picture below.

E midPoint

SELF SERVICE
Enter the name to search for DO Uzivatele  ~ (=) My work items

@& Home

Profile Credentials Name Stage State Object Target

dNprofila View/edit your View/edit your
y y

profile credentials
U Credentials
ADMINISTRATION v Garantovani Napovéda
- . & uzivatelé Nevite si rady?

UZivatelé, které Podivejte se na

schvalujete pfirucku nebo
[ org. structure < nazorné video.

We need to enter a new and sufficiently secure password in the
T ——— displayed fields of the password change form. New password must meet

¥ Characters atleast 12

:fkbl’”‘ corporate requirements for "password strength" - 7Password policy.
®K Mald pismena @ atleast1

X Velka pismena @ at least 1

R Cen sty The new passwords must be identical. If they are not, IDM midPoint

« Specialni znaky @  at least 0 . . . .

I will alert you to this fact. If we have made a mistake somewhere or just

o Vald choracters @ want to view the password, this can be done by pressing the "eye"
icon.

Your password must be secure.

WARNING: A common mistake is to use unauthorized words or common strings in the
password. If you see a cross next to forbidden, replace the forbidden word or forbidden
character string with another.
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You must now select the end system on which you want to change the password. Select the
desired end systems (one/several/all). By default, all systems are selected. Once selected, we
just confirm the change.

You will receive a notification email when you change your password.

And we are done. We can now use the "Back" (or "Home") button to return to the application
home page and exit the application or log out of the application and continue to change the
password for other KPJM after logging in to other KPJM.

User logging into IDM midPoint and then logging out and logging into
another KPJM login account.

e you must log out
e You can log in with another KPJM (login of a corporate user to the CEZ Group
information system) and change his password to the cezdata domain.

= . safranowver

Enter the name to search for m &a My work items

Profile Credentials Name Stage St
View/edit your View/edit your
profile credentials
safranovver

user

Garantovani Napovéda
Zi a Nevite si rady?
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E MEPAS - CENTRALN{ AUTENTIZACNI SLUZBA

IdM midPoint
E MEPAS - CENTRALNI AUTENTIZACNI SLuZBA n0 SS0

Q Zadejte své uzivatelské jméno a heslo

UZivatelské jméno

e n

PRIHLASIT

ByLl JSTE ODHLASENI Z APLIKACE MIDPOINT

pr— e PilkaSeni jménem a heskem

e After changing the password, we need to log out of the VD and the citrix environment and

e You do not need to restart the external station
e Log back into Cisco AnyConnect VPN and citrix using the new password

Citrix login with virtual desktop login (VD)
After successfully logging into the Citrix environment

Desktops tab displays a list of assigned virtual desktops based on the user's work needs. Click on the
icon of the selected desktop to start the process of logging in to the virtual desktop

You can change the password only in IDM midPoint (Identity Manager). The external user must be
allowed access to the intranet. If not, the password can only be changed according to the following
procedure here

Access to IDM midPoint is possible via intranet in section>Favorites>Applications CEZ> IDM
midPoint
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Cblbarnd polotiy e L4 < MOJE APLIKACE (¥ Upwt
.t
T Service Desk - fesitel
L B gk el vk Poruchy a odstivky ICT
F i Poita (Outiook Web Access)
[ ] A
E sl ¢ E
E .

or on the intranet homepage

kH » 2020006

B e

To change your password, follow the procedure below here.
e After changing the password, we need to log out of the VD and the citrix environment and

e You do not need to restart the external station
e Log back into Cisco AnyConnect VPN and citrix using the new password

Troubleshooting

If a user has changed his password and has not logged out, applications in the Citrix and virtual
desktop environment will not work.

e Log out of the VD and the citrix environment and remote access
e Log back in with the new password to the Cisco AnyConnect VPN and to citrix

Contact the ServiceDesk with problems and error messages when changing the password.

To speed up the resolution of any problem, we recommend attaching a printscreen of the error
message

CEZ ICT Services, a. s.
tel. 841 842 843 (int 905 1444)
servicedesk@cez.cz
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