Remote access- verification in the app ProlD

Remote connectivity allows users (internal and external) to connect to applications and data CEZ. The user is authenticated in the app ProlD in the mobile
phone.

For VPN connection it is necessary:

e On your mobile phone have app ProlD
e An account in the domain CEZDATA.Corp (KPJM)
e Remote Access activated, otherwise, it is necessary to enter the request to ServiceDesk
e Stable internet connection
e Citrix Workspace client on the workstation
e VPN Cisco Secure Client on the workstation
Installation of Cisco Secure Client and Citrix Workspace is on: https://www.cez.cz/vzdalenypristup

Instalaéni zdroje

Windows 10, 11
klient VPN (CPU Intel / AMD)
klient VPN (CPU ARM)
klient CitrixWorkspace
Linux — klient VPN

MacOS - klient VPN
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https://winpcaup.cezdata.corp:8888/
https://www.cez.cz/vzdalenypristup

Client installation Cisco Secure a Citrix WorkSpace (istaliations requires administrators’ privileges)

From https://www.cez.cz/vzdalenypristup, download the Cisco Secure Client and Citrix Workspace VPN client installation files to the NB/PC and start the
installation. Installations requires administrators’ privileges.

a) Installing the Cisco Secure Client VPN Client
- under "Installation Resources", select the VPN Client installation file and start the installation

l\% Cisco Secure Client - AnyConnect VPN Setup * ‘ﬁ Cisco Secure Client - AnyConnect VPN Setup j‘% Cisco Sjcure Client - AnyConnect VPN Setup x
End-User License Agreement ‘ Ready to Install = =
Please read the following license agreement carefully - e The Setup Wizard is ready to begin the Typical installation o J A Com 1] Ieting the Cisco
= » %‘. Secure Client - AnyConnect
£ VPN Setup Wizard
- 1A
Supplemental End User License Ag reement Click "Instal™ to begin the installation. If you want to review or change any of your 4 &
installation settings, dick "Back”. Click "Cancel” to exit the wizard. E
IMPORTANT: READ CAREFULLY e (. Click the Finish button to exit the Setup Wizard,
By clicking accept or using the Cisco Technology, you agree that such use is N el
governed by the Cisco End User License Agreement and the applicable ":';"
Product Specific Terms (collectively, the "EULA"). You also acknowledge and s
agree that you have read the Cisco Privacy Statement. /"
A 3
e ol e e el B R B o8t e e e e ol S e e e e e I 1 / fl
_— T
(®)1 accept the terms in the License Agreement | J
(21 do not accept the terms in the License Agreement 'y
pdvanced Installer Advanced Installer |
< Back Cancel W Cancel < Back Cancel

Cisco Secure client installation is successfully completed

b) Client installation Citrix WorkSpace
- Install the Citrix WorkSpace client

- Install the certificate “CEZ Root CA2.crt” from url: https://crl.cez.cz or http://crl.cez.cz
- You must choose the correct certificate store — , Trusted Root Certification Authorities “

2
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https://crl.cez.cz/
http://crl.cez.cz/

Cisco Secure and Citrix WorkSpace Client Installation - macOS (requires station administrator privileges)

From https://www.cez.cz/vzdalenypristup, download the Cisco Secure Client VPN client installation files to the NB/PC and start the installation.

a) Installing the Cisco Secure Client VPN Client
- under "Installation Resources", select the MacOS - klient VPN installation file and start the installation

@ cisco Secure Client 5.0.00556 LA

‘w Instalace softwaru Cisco Secure Client

sl Uvod
cIsco Licence
Cil instalace
# Typinstalace

Vlastn( instalace na svazek ,GuRu"

Diagnostics and Reporting Taol
Secure Firewall Posture

ISE Posture

Network Visibility Module

Nizev balifku Akce Velikost
AnyConnect VPN Instalovat 60,2 MB
AMP Enabler

Cisco Secure Client cisco

Poladovdno: 60,2 MB

Installs the module that enables Umbrella.

Zbjvé: 430,318 [ RO T
Siri a Spotlight Bylo zablok nacteni sy ,Cisco Secure
. Client - Socket Filter®,
Povolit
Zpdt Pokratovat jocha a Dock

b) Client installation Citrix WorkSpace
- Download the current client installation from Citrix: Workspace for macOS
- After installation, download the certificate “CEZ Root CA2.crt” from url; https://crl.cez.cz or http://crl.cez.cz

- Select open and install the certificate. It is important to select the correct certificate store "System™ and set Always Trust.

Systém
o 'Y X ) CEZ Root CA2
0018
7 | CEZ Root CA2
riftte | Kotenova certifikaéni autorita
- Platnost vypréi: pond@li 24. Fijna 2039 12:48:09 Stfedoevropsky letni &as
© Tento kofenovy certifikit nenf disvéryhodny
[® Pridat certifikaty Divéra
P poutiti tohoto certifikstu: Vidy difétovat & ?

Chcete pfidat certifikat(y) ze souboru ,CEZ Root CA2.crt” do
Contfeate | oomzin KIEEG? SSL (Secure Sockets Layer) Vidy divéfovat B
—~ Zend poita Vidy dd e

e
Nové kof é certifikity by mély byt pfidany do svazku kli¢4 EAP i icati Vidy divér (=]
Lprihlaseni” aktudlniho uZivatele nebo, jsou-li sdileny viemi uZivateli IPsec (IP Security) Vidy divéfovat @
potitate, do svazku kli¢d ,Systém®, ini kédu  Vidy diveF e
Casové znadkovani Vidy divétovat B
Zakladni zésady X.509 Vidy divéfovat B
Podrobnosti
Nazev subjektu
Svazek kliéd: Systém | 0] | I = Jing nézev CZ
Micn Organizace CEZ as
Zobrazit certifikaty Zrugit m Obecny nizev CEZ Root CA2
Micros¢

SKUPINA CEZ

N
¢ 0 0

@



https://www.citrix.com/downloads/workspace-app/mac/workspace-app-for-mac-latest.html
https://crl.cez.cz/
http://crl.cez.cz/

Installation of the ProlD application and registration of the mobile device in the ProlD portal

from NB/PC
- Install the ProlD Mobile (AHEAD iTec) app on your mobile phone from Google Play or App Store i
On the station, in Edge, open the https://portal.proid.cz/cezict/portal link in InPrivate mode

B Prihldgent k ugtu X
: G e ...
e M G < L2 ® ProlD Portal x
Fie E Nové karta Ctrl+T
| (rd » portal.proid.cz
8 Nové okno Ctrl+N
EE% Nové okno InPrivate j Ctrl+Shift+N

If you enter only https://portal.proid.cz/ you will need to add ID.

Enter the name of the ID — cezict - in small letters here.

# Portal

Zedejte ID nebo domdnu grganizoce

cezict (7

PFiihlasit
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https://portal.proid.cz/cezict/portal
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fportal.proid.cz%2F&data=05%7C02%7Cvera.safranova%40cez.cz%7C282d3844bd4b409553fa08dc5f6e6d91%7Cb233f9e1559946939cef38858fe25406%7C0%7C0%7C638490175101626980%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Dzm0Nn8yHi%2B88WMasBIEbEZv2vnS2DqspMC7T%2FwTOL8%3D&reserved=0

a) log in to the ProlD portal using the login details you received as part of your identity request or from your Guarantor (KPJM)

[= SKUPINA CEzZ

=. Microsoft
Prihlasit se
KPJM@cez.cz

Nezdafil se pfistup k uctu? Pfihlasit se

[cezdata\KPJM

[ m <heslo>

Pfihlasit se = —aaiiifj——

Q) Moinosti prihlaseni

b) On the Portal Mobile page, select "Add a device" to display a QR code.

® portal

PFidat zafizeni

[0 Mobile Mobile

ANDROID APP ON 2 Available on the

P Google play . App Store

Pridejte zafizeni naskenovanim QR kédu v
aplikaci ProlD

C Sy &
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¢) On your mobile device, open the ProlD app and scan the QR code that appears into it

) - M9sE

15:50 | 1,0KB/s © i il il B &3 100+ 15:59|1,1KB/s © 3% atll . il il B @2 100« 16:00 | 0,9KB/s 15231 0,0KB/s D &

< X
Udéleni souhlasu Pridat Gcéet

ProlID pfistupuje k zakladnim

informacim Vasich aplikaci (nazev

a ID aplikace apod.) z divodu > < ®

monitoringu zabezpeé&eni Vaseho Povolit pristup k Povolit aplikaci ProlD fotit
Vitejte Vv zafizent. fotoaparatu a nahravat video?

° : :

PrOID MOblle V pfipads, e je cetekovana ProlD potrebuje pns!upkyoéemu
L Al M fotoaparéatu abyste mohli

podezFeld aplikace, jsou tyto naskenovat aktivaéni QR kéd.

informace odeslané a zanalyzované

za Gcelem odvraceni hrozeb. POUZE TENTOKRAT

Pfidat zafizeni

PRI POUZIVANI APLIKACE
Vase digitalni identita

Kliknutim na Rozumim vyjadfujete
souhlas s nasimi

z ideite ofizeni nas
ZAKAZAT it 2afizeni naskenovainim QR kedy v opix
N Plikaci Proip

C Sy ED
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d) The ProlD app on your mobile device prompts you to enter and then verify a 6-digit PIN and enable notifications.

16:0210,1KB/s © % will .l = @3 100+ 16:03 | 5,7KB/s & A% il .l T B2 100+ 16:03|5,7kB/s & 4 16:03 | 0,0kB/s T 4 16:04 | 0,0KB/s © & aill ol T @D 100« 16:04 | 0,1KB/s T %

< € <

Pridat Gcet Pfidat Géet Pfidat Géet Hotovo! Ptijmeni + Jméno

Zvolte si PIN Zopakujte V&s PIN Zopakujte Vas PIN . A o
pardl i Vas ucet je pfipraven y CEZICT
emailova adresa

Volbou nového PINu si zménite PIN na Zadejte stejny PIN jako na pfedesié jny PIN jako na pfedesdlé
! Toto zafizeni je pfipravené k poh

véech jiz aktivovanych zafizenich. \
pozadavkd. Pro potvrzovani mizete
pouzivat i biometriku.

Bezpeénost Aktivovat
zafizeni Zalozni kéd

=

CEZICT
Zaénéme s novym ProlD!

Jméno + Pfijmeni

emailova adresa

xalsec

e) Complete the activation by confirming in the ProlD portal and you can log out of the ProlD portal

PFidat zafizeni Q
G

Vaclav Prokopec

Mobile AU
v Nazev zafizeni @
Samsung SM-A326B
Zafizeni bylo Uspé&sné pridéno. e

Samsung SM-A3268

[] Android 12
6.12.20221715

E QQQ /““\OQ
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Activating the Backup Code

In case of problems with authentication using the ProlD app (e.g. unavailability of data connection on the mobile phone), you can log in to the VPN using the
Backup Code.

The generation of the backup code must be activated in the ProlD application.
a) On the mobile device, launch the ProlD app and follow the pictures:

& MigsE & MigSE b o x & MiosE & Mi9sE & MigSE

15:34| 0,1KB/s © aill 15:35|0,0KB/s © % atll il & @2 100+ 15:36 | 0,2KB/s & il il B G2 100- 15:37 | 0,0KB/s & % il il = E2 100« 15:38|1,4KB/s © ¢ il il B @3 100+

X X X
PFijmeni + Jméno Aktivovat Zalozni kod

CEZICT Zalozni kéd je Easove-zalozené
jednorézové heslo. Pouzijte jej,
pokud neni mozné potvrzovani
pozadavki klasickym zplsobem.

emailova adresa

ZdloZni kéd aktivovan
Pro vygenerovani zalozniho kédu

" . musite tuto metodu nejprve 1 61 9 7484
Bezpecnost Aktivovat

kti [ e q .
zafizeni Zalozni kéd SKIVONE Pfijmeni + Jméno I ]

Vas zalozni k6d bude automaticky

pfegenerovén po vyprseni ¢asu
Vase metoda ZaloZniho kédu byla Gspésné

Aktivovat Zalozni kod aktivovana.

Aktivujte svou metodu Zalozniho kédu
pomoci PINu nebo biometriky.

POUZIT PIN ) Ukazat Zalozni kéd

E TN Q
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Install the ProlD app and register your mobile device in the ProlD portal directly from your
mobile device.

The ProlD Mobile application (AHEAD iTec) is adapted in such a way that it allows the QR code to be retrieved even from an image stored in the
gallery of the mobile device (MZ).

This allows you to log into the ProlD portal, generate and save the QR code to the MZ, launch the ProlD Mobile (AHEAD iTec) application and retrieve
the saved QR code on one device (without the need to log into the ProlD portal on another device).

1. Install the ProlD Mobile app (AHEAD iTec) on your mobile device from Google Play or the App Store
2. On your mobile device, open the link https://portal.proid.cz in your web browser.

a) Log into the ProlD portal with your work email and password, generate a QR code using the "Add Device" option and save a screenshot to the
gallery

15:54| 0,0KB/s @ 3 all il G2 100+ 15:55| 0,0KB/s & % il 15:57|0,5KB/s © 2% il il = E2 100 15:58|0,2KB/s © ¢ atll il = E2 100+

@ sts.cez.cz/adfs/Is/?client-request-id- ¥ @ portal.proid.cz/portal/user/mobile

B Microsoft = ’

I SKUPINA CEZ . .
Pfihlasit se E Mobile Mobile

ail nebo telefon
s Pfidat zafizeni PFidat zaFizeni
Pfihlasit se

@ login.microsoftonline.com/organiza @ Dportal.proid.cz/portal/user/mobile

Nezdafil se pfistup k Gétu?

KPJM PN Stahnéte si nasi aplikaci ProlD Mobile

a aktivujte si své prvni zafizeni.
He

ANDROID APP ON
P> Google play

Tenant ID: cezict
Q  Moznosti piihlaseni

Pridejte zafizeni naskenovanim
QR kédu v aplikaci ProlD

Zrusit

’ 8 0 p
aap Available on the

@ !

9
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b) launch the ProlD app, perform the initial setup and select the QR code from the gallery from the saved screenshot

15:5911,0kB/s @ aill .l = ©3 1004

Vitejte v
ProlD Mobile

Vase digitalni identita

15:59|1,1KB/s & 4% wtll il = B3 100+

<

Udéleni souhlasu

ProlD pfistupuje k zakladnim
informacim Vagich aplikaci (nazev
a ID aplikace apod.) z divodu
monitoringu zabezpeéeni Vaseho
zafizeni.

V pfipadé, Ze je detekovana
podeziela aplikazé, jsou tyto
informace odesloné a zanalyzované
za Gcelem odvraceni hrozeb.

Kliknutim na Roz sinim vyjadfujete
souhlas s nasimi

16:00 | 0,8KB/s & 4 il il B B2 100

Povaolit pfistup k
fotoaparétu

ProlD pottebuje pfistup k Vasemu
fotoaparatu abyste mohli
naskenovat aktivaéni QR kad.

16:00| 0,9KB/s © ¥

®

Povolit aplikaci ProlD fotit
a nahravat video?

PRI POUZIVANI APLIKACE

POUZE TENTOKRAT

ZAKAZAT

c) The ProlD application prompts you to enter and then verify a 6-digit PIN

16:0210,1KB/s D il il B ©3 1004

=

Pridat Gcet

Zvolte si PIN

<

16:03 | 5,7KB/s T &

Pridat (cet

Zopakujte Va3 PIN

il il T ED 1000 16:03 | 0,0KB/s & 3

Hotovo!

il il B G100,

Vas Gcet je pfipraven

Volbou nového PINu si zmeénite PIN na
véech jiz aktivovanych zafizenich.

Zadejte stejny PIN joko na pfedeslé
obrazovce

Toto zafizeni je pfipravené k potvrzovani
pozadavky. Pro potvrzovani mizete

= B3 100 16:01|5,2KB/s @ %

X

Pridat Gcet

16:04|0,0kB/s @ i il all  B31004

il = ©3100x 16:0211,3KB/s @ &

® @ =

Nedavné
Velké soubory

Osobni

Zprévy o chyb Disk

POSLEDNI OBRAZKY

il all B E2 100

Q

16:040,1KB/s & 3

Ptijmeni + Jméno

CEZICT

emailova adresa

PROCHAZET SOUBORY V OSTATNICH APLIKACICH

pouiivat i biometriku.

Aktivovat
Zalozni koéd

Bezpeénost
zafizeni

=
CEZICT

. 0 Zaénéme s novym ProlD!
Jmeno + Piijmeni

emallova advesa
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a) Return to the ProlD portal page and complete the device addition, check the added device, and log out of the ProlD portal.

| Nézev zaFizeni.
< R uzivateisky portal

[ odhlasit se

b)  After completing the device registration and ProlD setup, perform Backup Code Activation, as described in the Activating the Backup Code section.

= e £ —
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VPN login

You can only log in to the VPN after installing the ProlD app on your mobile device and registering your mobile device in the ProlD portal.

=

Connect your mobile device to the internet and launch the ProlID app
Run VPN client on the station Cisco Secure Client

3. Firsttime in a dialog box ,Pfipraveno k pripojeni:“ Enter the link vpn.cezdata.cz/EXT (If you have the ext-fix role, enter vpn.cezdata.cz/EXT-fix).

n

@ Cisco Secure Client

e sit’ VPN AnyConnect:
Pripraveno k pripojeni.

°[j

4. In the next window, enter only your KPJM and the password assigned to KPJM, do not fill in the second password!

9 Cisco Secure Client | CEZ EXT *

@ Zadejte své uFivatelské jméno a heslo.

Ufivatelské jméno: | lKEJm

Heslo: | password

= [ o]l o=
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5. You will receive a notification in the ProlD app on your mobile device about the authentication request - confirm it and verify it with the chosen
authentication method.(6-digit PIN or fingerprint or Face ID). After successful authentication, you are connected to the VPN

02kB/s® == @ @ il il B 3100+

Sign in

B
-

Pocasi

=3
ax

Translator LG ThinQ

L
Kontakty Galerie  Fotoapard
t

(1 L €

QeEEG0

SKUPINA CEZ

15:43|0,0KB/s © @

X

Sign in

VPN Cisco

4/24/2023 3:43:25 PM

Q

e

15:44| 00KB/s 1 @

Potvrdte otiskem prstu

Pozadavek bude potvrzen bez PINu

POUZIT PIN

@

0

15:47 | 3,4KB/s T @

X

il Cisco Secure Client

sit VPN AnyConnect
fipojeno: CEZ INT
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Logging into the VPN with a backup code

This method of logging into the VPN is intended for when the ProlD Internet service is down or when the user's mobile device is not running data.

the Backup Code in the ProlD app installed on the mobile device.

VPN login using the Backup Code is only possible after installing the ProlD app on the mobile device, registering the mobile device in the ProlD portal and activating
a)

If the ProlD service is not available when logging into the VPN, another Cisco Secure Client window will appear within 50 seconds asking you to enter the Backup
Code.

Answer:

Enter fallback code

Continue Cancel

b) Open the ProlD app on your mobile device and follow the pictures. The backup code must be redeemed before it expires.

14
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.M - mos SO

15:39|3,0KB8/s & &

15:38|1,4KB/s O & will il B B2 100

e

X

F

Prijmeni + Jméno Zalozni kéd @

CEZICT
/fﬁ
Answer: xx:uxx:xnxx‘::'_-‘_l
Dostupné dlazdice
Bezpecnost Vygenerovat 1 61 9 7484 Enter fallback code
zafizeni Zalozni kéd
talsec
Continue Cancel
|

ACCESS TO RESOURCES IN CEZ

After logging in through the portal https://citrix.cezdata.corp you have a Citrix environment.
In Desktops tab, the user can offer VD is allocated according to the business needs of the user.
In the Applications tab are automatically placed apps that are not the type of desktop

1. Please run web browser Edge and enter address: https://citrix.cezdata.corp
2. Onfirst use please enter https:// before web address.
3. Using your KPJM and password (same as VPN)

E TN Q
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https://citrix.cezdata.corp/
https://citrix.cezdata.corp/

SKUPINA CEZ

Detect Citrix Workspace app

Q

e

0
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- Click on Detect Citrix Workspace app — in pop-up dialog check Always allow citrix.cezdata.corp to open links of this type in the associated app — and
click on Open

- On computer then click on Switch to username and password

E SKUPINA CEZ
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. ~~_0
SKUPINA ¢EZ




SKUPINA CEZ

Please enter your login data (KPJM-user name and password, domain: cezdata) — then click on Log On

user name KPIM

heslo/ password

E SKUPINA CEZ

After successful logon, there are assigned virtual desktops on tab DESKTOP and on tab APPS virtual applications.

e © L e @ @€ e ¢

Cez cam Firefox Identity Manager Identity Manager Inteenet Explorer Intranet C€2 Microsoft Edge Microsoft Teams - Outlook36S-wed
N web

A

Outlook36S-webd

To launch virtual desktop, please click on appropriate icon.

00
SKUPINA CEZ (a]s]

Desktops

All (17)

Desktop CEZ

;
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- The user has available network disks M: U: I: H:
- Theuser does not have a local disk C accessible
- Desktop - Files on your desktop are automatically deleted after you log off

- To finish virtual desktop session please logoff (Start — Logoff or Power Off in Windows 10 VD)
- To logoff from web portal https://citrix.cezdata.corp , please click on icon with tooth wheel symbol in right top corner, then choose Log off.

Q%

I USERNAME |

Account Settings

About

Log off

- User guides and Citrix Workspace client are available in dialog after click on button @ with exclamation mark in right top corner.

oo
E SKUPINA CEZ oo - Q @@I

Download
Citrix Workspace App client
Navody CZ - cestina
Reseni problému s Citrixem
Navod na instalaci Citrix Workspace App clienta
Navod na zménu hesla
Jak nahlasit zavadu
User Guides EN - English
Basic troubleshooting guide

Citrix Workspace App client installation guide |
IdM - How to change password

E QQO /“\O@
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https://citrix.cezdata.corp/

FINALLY

For problems and error messages in the initial login dialog, contact
ServiceDesk. To speed up the resolution of any problem, we recommend attaching the printscreen error messages.

If you have any other issues, contact your IT administrator or service provider
Internet connection.

Other questions? Please contact ServiceDesk.

CEZ ICT Services, a. s.
tel. 841 842 843 (int 905 1444)

servicedesk@cez.cz

3 l-Jl=. &=
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