Bezpecnostni
pozadavky pro
dodavky standardnich
systému a technologii






1 UVODNI USTANOVENI

Pro potreby této prilohy Smlouvy jsou pouzity nasledujici zkratky a pojmy:

ZoKB Zakon ¢. 181/2014 Sb., o kybernetické bezpecnosti a 0 zméné souvisejicich
zakonU (zékon o kybernetické bezpecénosti), ve znéni pozdejsich predpist
Vyhlaska nebo| VyhlaSka &. 82/2018 Sb. o bezpecnostnich opatifenich, kybernetickych
VoKB bezpecnostnich incidentech, reaktivnich opatfenich, nalezitostech podani v
oblasti kybernetické bezpeénosti a likvidaci dat (vyhlaska o kybernetické
bezpelnosti)
Narizeni Nafizeni Evropského parlamentu a Rady (EU) 2016/679 ze dne 27. dubna

2016 o ochrané fyzickych osob v souvislosti se zpracovanim osobnich Udajd a
o volném pohybu téchto tdajl a o zruseni smérnice 95/46/ES (obecné narizeni
0 ochrané osobnich udaj)

Osobni udaje

Veskeré informace o identifikované nebo identifikovatelné fyzické osobé
(napriklad jméno, identifikacni ¢islo, lokaéni Udaje, sitovy identifikator nebo na
jeden ¢&i vice zvlastnich prvkd fyzické, fyziologické, genetické, psychické,
ekonomické, kulturni nebo spolecenské identity této fyzické osoby).

Zpracovani | Jakakoliv operace nebo soubor operaci, které jsou provadény s osobnimi udaji
osobnich nebo soubory osobnich Udajli pomoci ¢i bez pomoci automatizovanych
udajt postupd, jako je shromézdéni, zaznamenani, usporadani, strukturovani, ulozeni,
pfizplsobeni nebo pozménéni, vyhledani, nahlédnuti, pouziti, zpfistupnéni
pfenosem, Sifeni nebo jakékoliv jiné zpfistupnéni, sefazeni &i zkombinovani,
omezeni, vymaz nebo zniceni.
Datum Datum podpisu této smlouvy nebo datum zaclenéni téchto Bezpecnostnich
podpisu pozadavk( do smlouvy prostfednictvim dodatku k této smlouve
smlouvy
Osoba na Fyzicka osoba podilejici se na poskytovani predmeétu pinéni a majici
strané pracovnépravni ¢i obdobny smluvni vztah s Poskytovatelem nebo jeho

Poskytovatele

poddodavateli

Klasifikaéni | Klasifikadni schéma uréujici nakladani s daty a informacemi SKC v papirové a
schéma elektronické podobé
Prostredi Fyzicky perimetr uréeny ohrani¢enim fyzického prostoru v najmu nebo majetku
Objednatele | Objednatele anebo logicky perimetr definovany hranié¢nimi sitovymi prvky ve

sprave nebo majetku Objednatele
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2 BEZPECNOSTNI OPATRENI

2.1 Systém rizeni bezpecnosti informaci

1.

Poskytovatel bere na védomi, ze Objednatel ma zaveden systém fizeni bezpecnosti
informaci dle ISO/IEC 27001 a zaroven je osobou dle § 3 odst. ¢) a d), pfip. f) a g) ZoKB a
je povinen naplnit pozadavky souvisejici legislativy.

Poskytovatel se bude v rozsahu pfedmétu plnéni aktivné podilet na dodrzovani, provozu a
rozvoji bezpecnostnich opatfeni Objednatele a zaroven se zavazuje:

a)

b)
c)

d)

e)

f)

9)

h)

Prosadit bezpecnostni zasady a procesy, které budou pokryvat zabezpeceni dat a informaci,
jez mohou byt vytvareny a zpracovavany na strané Poskytovatele pfi poskytovani pfedmétu
pinéni.

Ridit vlastni rizika, kterd mohou ovlivnit poskytovani pfedmétu pInéni.

Na zakladé bezpecénostnich potfeb a vysledkl hodnoceni rizik zavést pfislusna
bezpeCnostni opatfeni v rozsahu poskytovaného predmétu plnéni, monitorovat je,
vyhodnocovat jejich ucinnost.

Vytvorit a schvalit bezpednostni politiku, ktera bude pokryvat zabezpeceni dat a informaci,
jez mohou byt vytvareny a zpracovavany na strane Poskytovatele pfi poskytovani predmétu
plnéni. Bezpednostni politika musi obsahovat hlavni zasady, cile, bezpecnostni potreby,
prava a povinnosti ve vztahu k fizeni bezpecnosti informaci.

Stanovit a udrzovat aktualni opatfeni bezpec¢nosti ve formé procesl a technologii, které
zajistuji naplnéni bezpecnostni politiky.

Vést zaznamy o vytvareni a zpracovani dat a informaci v rozsahu poskytovaného pfedmétu
plnéni, zaznamenavat veskeré podstatné okolnosti souvisegjici se zajistéenim bezpecnosti
téchto dat a informaci a na vyzadani tyto zaznamy Objednateli zpfistupnit.

Vyuzivadi pfi poskytovani predmeétu plnéni poddodavatele, zajistit adekvatni dodrzovani
téchto Bezpecnostnich pozadavk( rovnéz ve smluvnich vztazich se svymi poddodavateli.
Po skonceni pinéni smlouvy bez zbytecného odkladu skartovat veskeré informace a data
Objednatele, které mu byly v souvislosti s pInénim smlouvy predany.

2.2 Bezpecnost lidskych zdroju
Poskytovatel se bude v rozsahu predmétu plinéni aktivné podilet na dodrzovani, provozu a rozvoji
bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:

1.

a)

b)

c)

Zajistit, aby Odpovédna osoba ve vécech smiluvnich nejpozdéji do 10 dnd od uzavrieni
smlouvy potvrdila pisemné Objednateli, Ze vS8echny osoby podilejici se na poskytovani
pfedmétu plnéni za stranu Poskytovatele byly prokazatelné seznameny s témito
BezpecCnostnimi pozadavky a s pravidly CYBEX (Pravidla kybernetické bezpecnosti pro
externi pracovniky).

Vyuzivat pro poskytovani pfedmétu plnéni pouze opravnénych osob, které byly fadné
seznameny s pravidly CYBEX a maji ovéfenou kvalifikaci, znalosti a zkusenosti k fadnému
poskytovani pfedmeétu plnéni.

Dodrzovat pfislusna ustanoveni internich Fidicich aktéi Skupiny CEZ v rozsahu, v jakém byl s
témito akty prokazatelné seznamen. Za prokazatelné seznameni se povazuje Skoleni
pracovnikll Poskytovatele zajisténé Objednatelem, protokolarni ¢i elektronické predani
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d)

prislusné dokumentace nebo Objednatelem zajistény pfistup na sdilené UloZisté obsahuijici

pfislusné interni ridici akty.

V pfipadg, ze je soucasti predmétu plnéni sluzba dohledu nad pfedmétem plnéni, definovat

a naplnit role a odpovédnosti pro monitoring sité a zafizeni v rozsahu predmétu pinéni.

Zaijistit, aby osoby podilegjici se na poskytovani plnéni Objednateli v prostfedi nebo s

prostredky Objednatele, a to i tehdy, pokud jsou prostfedky Objednatele pouzivany mimo

jeho prostredi:

= Pro ulozeni a sdileni dat a informaci Objednatele vyuzivaly pouze k tomu schvéalené
prostredky;

= Neukladaly ani nesdilely data i informace eticky nevhodného obsahu, odporujici dobrym
mravim nebo poskozujici jméno Objednatele;

= Nestahovaly, nesdilely, neukladaly, nearchivovaly ani neinstalovaly datové a spustitelné
soubory v rozporu s licenénimi podminkami nebo autorskym zakonem;

= Nenavstévovaly internetove stranky s eticky nevhodnym obsahem;

= Nerealizovaly pokusy o neautorizovany pfistup ke zdrojim Objednatele ani ke zdrojim
jinych subjektd;

= Nerealizovaly pokusy o neopravnénou modifikaci ani jiné neopravnéné zasahy do
prostiedk Objednatele, a to ani v pripadé, kdy jim byl prostfedek Objednatele svéren do
spravy;

= Nepodilely se s prostfedky Objednatele na Sifeni spamu ani Skodlivého softwaru.

2. Poskytovatel si je védom, ze soucasti podminek pro ziskani pristupu ke zdrojim Objednatele je
na strané Objednatele zpracovani osobnich Udajl pracovnik( Poskytovatele, ktefi se podileji na
zajisténi predmétu plnéni. Pokud nebude Objednateli umoznéno osobni udaje dotCenych
pracovnik( Poskytovatele zpracovat, nebude témto pracovnikim umoznén zadny pristup ke
zdrojim Objednatele.

2.3 Rizeni provozu a komunikaci
1. Poskytovatel se bude v rozsahu pfedmétu plnéni aktivné podilet na dodrzovani, provozu a rozvoji
bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:

a)

b)

c)

Zajistit bezpeCny provoz informacéniho systému a infrastruktury vyuzivané pro poskytovani
predmétu plnéni.

Na vyzadani poskytnout Objednateli pfehled, report, i jinou adekvatni informaci o
bezpecnostnich opatfenich zavedenych na svém informacnim systému a infrastrukture.
Zajistit, ze pro poskytovani pfedmétu plnéni budou vyuzivany pouze aplikace a technologie,
které jsou v souladu s platnou Ceskou a evropskou legislativou, predevsim s ohledem na
licenéni podminky a zakon ¢. 121/2000 Sb., o pravu autorském, o pravech souvisejicich s
pravem autorskym a o zméné nékterych zakon(, v platném znéni.

2.4 Rizeni pristupu a bezpeéné chovani uzivatelQ
1.  Poskytovatel se bude v rozsahu pfedmétu plnéni aktivné podilet na dodrzovani, provozu a
rozvoji bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:

a)

Pridélovat opravnéni svym jednotlivym pracovnikiim ve smyslu opravnéni k vykonu &innosti
tak, aby byla minimalizovana rizika nezadouciho pfistupu k aktivim Objednatele.
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b) Zaijistit, aby udéleny pfistup nebyl sdilen vice osobami za stranu Poskytovatele.

c) Stanovit v pozadavku na pfistup rozsah dat/informaci, sluzby, Ucelu, pro které je pfistup k
systému ICT objednatele pozadovan a ¢asovy Udaj o délce platnosti pfistupu (napf.: na dobu
neurcitou / 1 rok / 1 mésic / 1 den).

d) Zaijistit, aby osoby podilejici se na poskytovani predmétu plnéni a majici pfistup k
informadnim aktivum SKC chréanily autentizadni prostfedky a Udaje a nikdy neposkytovaly
neautorizovany pfistup dalsim osobam.

e) Prlbézné kontrolovat a vyhodnocovat opravnénost pristupu, jak fyzického, tak i logického, u
vSech osob na strané Poskytovatele, které pfistupuji do prostfedi Objednatele.

2. Poskytovatel bere na vedomi, ze pfistup k systému ICT je mozné povolit pouze fyzické identité
zameéstnance poskytovatele / poddodavatele poskytovatele s vygenerovanym jednoznacnym
identifikatorem IPD, ddle pak zaevidované v registru identit SKC, a to na zékladé pozadavku
poskytovatele na pfistup. Pro zaevidovani v registru identit Skupiny CEZ je nezbytné sdéleni
téchto osobnich Udajl zaméstnance Poskytovatele:

= Jméno (Registr identit, Generator IPD)

=  Prijmeni (Registr identit, Generator IPD)

= Rodné pfijmeni (Registr identit, Generator IPD)

= Pohlavi (Generator IPD)

= Datum narozeni (Registr identit, Generator IPD)

= Rodné &islo (Generator IPD - RC v systémech neukladame, nepozadujeme jeho zasilani
ani zaznamenani do formulare ale je vyzadovano pfi generovani identifikatoru IPD, kdy
toto fyzicka identita sdéli v okamziku generovani jednoznacného identifikatoru IPD.
V pfipadé nesouhlasu fyzické osoby s pouzitim RC je IPD generovano z data narozeni a
dalsich osobnich udajt fyzické osoby).

= Email (Registr identit, Generator IPD)

=  Mobilni telefon pfipadné pevna linka (Registr identit)

3. Poskytovatel se zavazuje informovat ve smyslu Nafizeni své zaméstnance a poddodavatele,
kterym bude pridélen pfistup (fyzicky, logicky) k systému ICT, o zplsobu zpracovani jejich
osobnich Udajd a objednatel se zavazuje zpracovavat osobni Udaje vyhradné v souladu s
Nafizenim.

4. Poskytovatel bere na védomi, ze pfidéleni opravnéni zameéstnanci poskytovatele musi byt fizeno
principem nezbytného minima a neni narokové.

5. Poskytovatel bere na védomi, ze v pfipadé nelspésnych pokusl o autentizaci uzivatele (osoby
za stranu Poskytovatele) mdze byt prislusny Uc¢et zablokovan a fesen jako bezpecnostni incident
a mohou byt uplatnény pfislusné postupy zvladani bezpecnostniho incidentu (napf. okamzité
zrudeni pfistupu k informadnim aktivim SKC).

2.5 Akvizice, vyvoj a udrzba
1.  Poskytovatel se bude v rozsahu pfedmétu plnéni aktivné podilet na dodrzovani, provozu a
rozvoji bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:
a) Zajistit bezpeCnou implementaci, inovaci, aktualizaci, testovani technologii, které jsou
pfedmétem plnéni.
b) Predat Objednateli dokumentaci pfedmétu pInéni minimalné v nasledujicim rozsahu:
= dokumentaci skute¢ného provedeni
= dokumentaci vSech bezpedénostnich nastaveni, funkci a mechanism(
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= dokumentaci obsahuijici popis autorizacniho konceptu a opravnéni
= dokumentaci obsahujici zalohovaci a archivaéni postupy

= dokumentaci obsahuijici instalacni a konfiguracni postupy

= dokumentaci pro zajisténi kontinuity provozu a obnovy po havarii

2. V pfipade, ze predmét pinéni zahrnuje vyvoj softwaru, zavazuje se Poskytovatel:

a)

b)

c)

d)

e)

f)

9)

h)

Dodrzovat a implementovat nejlepSi praktiky pro bezpecny vyvoj softwaru definované na

zakladé smluvniho vztahu.

Pokud jsou softwarové auditni ¢innosti a predani zdrojového kddu k SW soucasti plnéni dle

Smlouvy, umozni Poskytovatel Objednateli audit provadéného nebo provedeného plnéni a

na pisemnou zadost Objednatele pfedlozi Poskytovatel Objednateli vyvijeny zdrojovy kéd k

SW na provedeni codereview (automatizované prostifednictvim bezpecnostniho nastroje i

manualng), a to zejména za ucelem ovéreni skuteCnosti, zda Poskytovatel postupuje Ci

postupoval pfi poskytovani plnéni v souladu se Smlouvou a témito Bezpecnostnimi

pozadavky.

Poskytovat Objednateli v terminech stanovenych Objednatelem, resp. bez zbytec¢ného

odkladu pozadovanou soudinnost na provedeni bezpe&nostniho testovani v prabéhu vyvoje

softwaru Ci kdykoli po jeho predani.

Zajistit, Ze plnéni bude obsahovat jen ty soucasti, které jsou objektivné potfebné pro radné

provozovani softwaru a/nebo které jsou specifikovany vyslovné ve smlouve (zejmeéna, ze

software nebude obsahovat zadné nepotiebné komponenty, zadné programové vzorky

apod.).

Pokud je soudasti plnéni i instalace operacniho systému pfipadné softwaru tfetich stran,

zajistit v prabéhu jeho instalace, ze budou pouzity predepsané verze téchto produktd

kompatibilni a funkcni v prostredi Objednatele.

Zajistit bezpecCnost testovaciho prostiedi u Poskytovatele a ochranu poskytnutych

testovacich dat Objednatelem.

Zajistit, ze v produkénim prostfedi Objednatele bude dodan jen predmétem smlouvy

specifikovany kompilovany, respektive spustitelny kéd a dalsi nezbytna data pro provozovani

pfedmétu plnéni.

Zajistit, ze v ramci poskytovaného plnéni bude dodavany software

= vsouladu s bezpe&nostnimi politikami a standardy Objednatele

= otestovan na soulad s bezpecnostnimi politikami Objednatele (plati pro Poskytovatele,
pokud byl s takovymi bezpecnostnimi politikami seznamen)

Instalovat software pouze na zakladé Objednatelem pfedem schvalenych migracnich

postupd.

Predat zdrojovy kéd Objednateli bezpecnou formou zajistujici jeho integritu.

Zajistit fizeni verzi zdrojového kodu.

Zajistit zalohovani zdrojového kodu a jeho ulozeni mimo produkéni prostredi.

Zajistit, aby distribuce zdrojovych kédl obsahovala soubor z vyvojového prostredi na fizenou

kompilaci téchto zdrojovych kodU.

Nevyvijet, nekompilovat a nesifit v prostfedi Objednatele programovy kod, ktery ma za cil

nelegalni ovladnuti, naruseni dostupnosti, ddvérnosti nebo integrity nebo neautorizované ¢i

nelegalni ziskani dat a informaci.
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2.6 Zvladani kybernetickych bezpecnostnich udalosti a incidenti
1. Poskytovatel se bude v rozsahu pfedmétu plnéni aktivné podilet na dodrzovani, provozu a
rozvoji bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:

a)

b)

c)

d)

e)

Bez zbyte¢ného odkladu hlasit Objednateli vSechny bezpecnostni udalosti a incidenty s
potencialnim negativnim dopadem na Objednatele, a to stanovenym komunikacnim
kanalem nebo prostrednictvim Kontaktni osoby.

Vyhodnocovat informace o bezpecnostnich incidentech a uchovavat je pro budouci pouziti
s ohledem na pozadavky platné Ceské a evropské legislativy.

V pfipadé vzniku bezpecnostni udalosti a néasledného zvladani a vyhodnocovani
bezpecnostniho incidentu a/nebo v pripadé podezieni na bezpednostni incident poskytnout
Objednateli soucinnost a relevantni informace o podezfelém zafizeni na strané
Poskytovatele.

Bez zbyte¢ného odkladu a po dohodé s Objednatelem realizovat opatreni, pozadovana
Objednatelem v dohodnutych terminech, ke snizeni dopadu bezpecnostniho incidentu nebo
zamezeni pokrac¢ovani incidentu, ktery mtze mit dopad na Objednatele.

Spolupracovat pfi analyze pficin bezpecnostniho incidentu a navrhnout opatfeni s cilem
zamezit jeho opakovani v pfipadg, ze poskytovatel bezpecnostni incident zapficinil nebo se
na jeho vzniku podilel.

2. Poskytovatel bere na védomi, ze postup zvladani bezpe&nostniho incidentu ¢&i jiny disledek
poruseni Bezpecnostnich pozadavkl, jehoz pfi¢ina je na strané Poskytovatele, nebude
posuzovan jako okolnost vyludujici odpoveédnost poskytovatele za prodleni s fadnym a véasnym
plnénim predmétu této smlouvy a nebude dlvodem k jakékoli nahradé pripadné Ujmy
poskytovateli Ci jiné osobé ze strany objednatele. Ostatni ustanoveni ohledné odpoveédnosti
poskytovatele za prodleni obsazena v této smlouvé nejsou timto ustanovenim dotcena.

2.7 Rizeni kontinuity éinnosti
1. Poskytovatel se bude v rozsahu pfedmétu plnéni aktivné podilet na dodrzovani, provozu a rozvoji
bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:

a)
b)

Zajistit adekvatni kontinuitu svych aktiv, které jsou potfebné k poskytovani predmétu pinéni.
Pravidelné kontrolovat a testovat, ze je schopen kontinuitu aktiv zajistit dle sjednané urovné
sluzeb.

2.8 Fyzicka bezpecnost
1. Poskytovatel se bude v rozsahu pfedmétu pinéni aktivné podilet na dodrzovani, provozu a rozvoiji
bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:

a)

Dodrzovat provozni fady budov (rezimova opatfeni) a vyuzivanych prostor, zejména pak v
oblasti fyzické ochrany bezpecnostnich zon, kde jsou umistény komponenty systéma ICT,
anebo datové nosice.

b) V rozsahu predmétu plnéni zajistit fyzické zabezpeceni instalacnich, zaloznich nebo

archivnich médii a dokumentace v souladu s Klasifikacnim schématem, zejména oznaceni,
uchovani a likvidaci.

2.9 Bezpecnostni nastroje
1.  Poskytovatel se bude v rozsahu pfedmétu plnéni aktivné podilet na dodrzovani, provozu a
rozvoji bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:
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a) Realizovat bezpe&nostni opatfeni pro odstranéni nebo blokovani sitového spojeni/sitovych
spojeni, které/ktera neodpovidaji pozadavkim na ochranu integrity komunikacni sité.
b) Realizovat pfistup z mobilniho zafizeni do prostfedi Objednatele pouze prostfednictvim
zabezpeceného pfipojeni virtualni privatni sité (VPN).
c) Pripojovat do prostfedi Objednatele pouze ta zafizeni (switch, pristupovy bod wifi, router, hub
apod.), ktera proSla schvalovacim procesem a jejich pfipojeni bylo schvaleno opravnénou
osobu ve vécech technickych na strané Objednatele uréenou v této smlouve.
d) Bez zbyte¢ného odkladu deaktivovat vSechna nevyuzivana zakoncCeni sité anebo
nepouzivané porty aktivnino sitového prvku, ktery je v rozsahu predmétu pinéni a je ve spravé
Poskytovatele.
e) Na aktiva Objednatele neinstalovat a nepouzivat v prostfedi Objednatele tyto typy nastrojd,
pokud nejsou soucasti predmétu plnéni:
= Keylogger - software nebo hardware, ktery neautorizované zaznamenava stisky klaves s
cilem narusit davérnost zadavanych dat a informaci.

= Sniffer - software nebo hardware umozfujici odposlouchavani sitového provozu.

= Analyzator zranitelnosti (scanner zranitelnosti) — softwarovy nebo hardwarovy nastroj
umoznujici vyhledavani zranitelnosti systémd ICT, detekovani dostupnych sitovych
sluzeb a portd, béZicich procest, béZicich aplikaci a jejich verzi apod.

= Backdoor - skryty softwarovy nebo hardwarovy nastroj, ktery umoznuje obejiti
schvalenych autentizacnich procedur, instalovany s cilem budouciho snadnéjsiho a
neautorizovaného pristupu do systému ICT.

= Malware a jiny Skodlivy software, ktery narusuje, obchazi ¢i jinak omezuje bezpecnostni
opatreni v prostiedi Objednatele.
f) Pripojovat do prostfedi Objednatele pouze zafizeni ICT, ktera splfuji tyto pozadavky:
= musi byt aplikovany bezpecnostni zaplaty (operacniho systému, internetového
prohlizeCe a dale baliku MS Office, Javy a pfipadné dalsiho SW vybaveni, pokud je
pouzivano);

=  musi mit nainstalovanou, spusténou a aktualizovanou antivirovou ochranu.

= Pouzivana pamétova média (flash disky, diskety, CD a DVD nosi¢e, apod.), musi byt pred
pouzitim zkontrolovana v zafizeni, které ma nainstalovanou aktualizovanou antivirovou
ochranu.

= Musi byt pfipojovano pouze do vyhrazené bezpecénostni zony a zplsobem definovanym
v provozni nebo projektové dokumentaci. Pokud v provozni nebo projektové
dokumentaci definovano neni, predpoklada se, ze se pfipojeni takovych zafizeni
nedovoluje.

g) Prlbézné zaznamenavat a uchovavat data o provozu zafizeni ICT (provozni a lokalizaéni
udaje) v rozsahu pfedmeétu plnéni a v souladu s pozadavky platné Ceské a evropské
legislativy.

h) Na vyzadani poskytnout Objednateli report obsahuijici vysledky monitorovani veskerych
uzivatelskych a administratorskych aktivit a jinych udalosti v rozsahu pfedmétu pinéni, a to
po celou dobu trvani smlouvy a do 2 let po jejim ukond&eni.

i) Zajistit sbér informaci o provoznich a bezpecnostnich ¢innostech v rozsahu pfedmétu plnéni
a ochranu ziskanych informaci pred jejich neopravnénym ¢tenim nebo zménou.

|
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j) Pro ondline transakce realizované prostfednictvim webovych technologii implementovat
TLS/SSL certifikaty s cilem zajistit jejich ddvérnost, integritu a identitu komunikujicich
protistran.

k) VeSkeré neverejné informace poskytnuté Objednatelem chranit vhodnym Sifrovanim a proti
neautorizovanému pristup, a to zejména na mobilnich zafizenich.

2. Poskytovatel bere na védomi, Ze v piipadé, kdy technické spojeni spole¢nosti Koncernu CEZ s
Poskytovatelem narusuje chod sluzeb spole¢nosti Koncernu CEZ, m(ize byt toto spojeni ihned
ukonceno bez predchoziho upozornéni, pokud smlouva nestanovi jinak.

3. Poskytovatel bere na védomi, ze veskeré aktivity Poskytovatele a jeho plnéni realizované v
prostfedi Objednatele jsou monitorovany a vyhodnocovany v rozsahu pfedméty plnéni a v
souladu s internimi dokumenty Objednatele, se kterymi byl Poskytovatel seznamen.

|
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Security requirements
for delivering
standard systems and
technologies



1 INTRODUCTORY PROVISIONS

For the purpose of this attachment to the Agreement, the following abbreviations and terms
are used:

Act No. 181/2014 Coll., concerning Cyber security and change of related laws (Cyber
Act or CSA . . . .
Security Act), in the wording of later regulations
Decree No. 82/2018 Coll. on security measures, cybersecurity incidents, reactive
CSsD measures, particulars of filings concerning cybersecurity, and disposal of data
(Cybersecurity Decree), as amended.
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
Requlation 2016 on the protection of individuals with regard to the processing of personal data
9 and on the free movement of such data and repealing Directive 95/46 / EC (General
Data Protection Regulation)
All information about an identified or identifiable physical person (such as name,
Personal . e . . o .
. . identification number, location data, network identifier, or one or more specific
information . . . . . L . e
physical, physiological, genetic, economic, cultural or social identity of that individual).
Any operation or set of operations that is performed with personal data or personal
Personal data files, such as collecting, recording, organizing, structuring, storing, customizing
information or modifying, retrieving, viewing, using, making available through transmission,
processing dissemination or any other disclosure, alignment or combination, restriction, erasure
or destruction.
Date of th . . . . . .
ate of the Date of the conclusion of this agreement or the date of integration of said Security
agreement . , . .
. requirements into the agreement through the appendix of this agreement.
conclusion
Individual
prom the | A physical individual participating in the fulfillment of the contract and having a labor or
Provider’s similar contract relationship with the Provider or their sub-providers
party
Classification | Classification scheme specifying handling data and information of CEZ Group in paper
scheme and electronic form.
, Physical perimeter specified by the physical space in rent or property of the Consumer
Consumer’s . . . . o .
. or a logical perimeter defined by the network elements in the administration or the
environment
property of the Consumer.

SKUPINA CEZ




2

2.1

SECURITY MEASURES

System of Management of Information Security

1. The Provider acknowledges, that the Consumer has_established the Information Security
Management System according to ISO/IEC 27001 and is a person according to § 3 paragraph
¢) and d), eventually f) or g) of the Act 181/2018 Coll. and is bound to fulfill the requirements of
the related legislation.

2. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:

a)

b)

c)

d)

f)

g)

h)

2.2

Procure security principles and processes, which will cover the security of data and
information, that can be created and processed on by the Consumer party under the terms
and conditions of the contract.

Manage their own risks that can affect the provision of the terms and conditions of the
contract.

Based on the security requirements and results of risk evaluation, implement appropriate
security measures according to the terms and conditions of the contract, monitor them, and
evaluate their efficiency.

Keep a record of the security policy covering security of data and information, which can be
created and processed by the Consumer’s party under the terms and conditions of the
contract. The security policy must include the general principles, objectives, security
requirements, rights and obligations concerning the management of information security.
Set up and maintain the current security measure in the form of processes and technologies,
ensuring fulfillment of the security policy.

Keep a record of the creation and processing of data and information according to the
provided terms and conditions of the contract, record all significant circumstances
concerning the assurance of the security of the data and information and grant access to
them upon the request of the Consumer.

In case of using a sub-contractor, ensure inclusion of adequate compliance to Security
requirements in contract relationships with their sub-contractors.

After the contract performance termination, without undue delay, shred all Information and
data of the Consumer, which were handed over during the performance of the contract.

Human Resources Security

1. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:

a)

b)

Ensure the person responsible in contract terms, within 10 days of entering the contract,
confirms, in written form, to the Consumer, that all individuals participating in the fulfillment
of the terms and conditions of the contract for the Provider’s party are provably introduced
to the security requirements and rules of CYBEX (Cyber security rules for external
employees).

Provide the terms and conditions of the contract employing only Authorized individuals,
which have been properly introduced to the rules of CYBEX and possess verified

|
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d)

e)

qualification, knowledge and experience according to the terms and conditions of the

contract.

Adhere to relative provisions control Acts of CEZ Group in the extent in which they have been

introduced to said Acts. The provable introduction is deemed as the Provider's employee

training provided by the Consumer, electronic transfer or transfer by protocol of the relative

documentation or access to a shared repository, provided by the Consumer, containing

relative internal control Act.

In case a supervision over the terms and conditions of the contract service is part of the terms

and conditions of the contract, define and fulfill roles and accountability for monitoring

networks and devices according to the terms and conditions of the contract.

Ensure, that individuals participating in fulfillment of the terms and conditions of the contract

for the Consumer in Consumer’s environment or with Consumer’s assets, including the case

the Consumer’s assets are used outside of Consumers environment:

= For saving and sharing data and information of the Consumer using only approved
media;

= Not saving or sharing data and information with ethically inappropriate content conflicting
with good behavior or damaging the name of the Consumer;

= Not downloading, sharing, saving, archiving, or installing data files and executable files
conflicting with the terms and conditions of the license or copyright;

= Not visiting web pages with ethically inappropriate content;

= Not attempting unauthorized access to the resources of the Consumer or other subjects;

= Not attempting unauthorized modification or other unauthorized interference with
resources of the Consumer, not even in the case, that the resource of the Consumer is
managed by them;

= Not participating with the resources of the Consumer in spreading spam or malicious
software.

2. The provider acknowledges that part of the conditions, in order to gain access to Consumer’s
resources, is processing of Provider's employees’ personal information, of those who participate
in the fulfillment of the terms and conditions of the contract, by the Consumer. In case the
Consumer is not enabled to process personal information of the affected employees, said
employees will not be granted access to the resources of the Consumer.

2.3

Management of Operation and Communications

1. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:

a)

b)

c)

Ensure safe operation of the information system and the infrastructure used for fulfillment the
terms and conditions of the contract.

On request, provide a summary, report, or other adequate information concerning the
security measures implemented in their information system and infrastructure.

Ensure that, for fulfillment of the terms and conditions of the contract only applications and
technologies are used that are in accordance with valid Czech and European legislation and,
in particular, with the license conditions of the Act No. 121/2000 Coll., concerning copyright,
as well as those concerning the laws related to copyright and related amendments.
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2.4 Management of Approach and Secure User Behavior

1. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:

a) Assign authorization to their individual employees to carry out actions in such a way that the
risk of undesired access to the Consumer’s assets is minimized.

b) Ensure, that granted access is not shared by several individuals in the Producer’s party.

c) State in the request for access the extent of data/information, service, purpose, for which is
the access to the ICT system of the Consumer requested and a time specification of the
duration of the validity of the access (e.g.: for an indefinite period / 1 year / 1 month / 1 day).

d) Ensure that individuals participating in the fulfillment of the terms and conditions of the
contract, who have access to the information asset of CEZ Group, keep the authentication
media and information safe, and under no circumstances provide unauthorized access to
other individuals.

e) Continuously control and evaluate the validity and necessity of access, both physical and
logical, of all individuals from the Provider’'s party that enter the Consumer’s environment.

2. The Provider acknowledges, that the access to the ICT system is possible to allow only to the
physical persons identified as an employee of the Provider / Provider’'s sub-contractor with the
generated unique IPD identifier and registered in the registry of CEZ Group identities only on
basis of a Provider’s request for access. In order to register in the CEZ Group Identity Register,
it is necessary to disclose these personal data to the Provider's employee:

= Name (Identity Register, IPD Generator)

= Last Name (Identity Register, IPD Generator)

= Maiden name (Identity Register, IPD Generator)

= Gender (IPD Generator)

= Birth Date (Identity Register, IPD Generator)

= Personal Identification Number (IPD Generator does not store PIN in the system, we do
not require it to be sent or recorded in the form, but it is required to generate the IPD
identifier, physical identity communicates it at the time of generating a unique IPD. In
case of persons disagreement, the IPD is generated from the date of birth and other
personal data).

= Email (Identity Register, IPD Generator)

= Mobile phone or landline (Identity Register)

3. The Provider acknowledges informing its employees and subcontractors to whom the access
(physical, logical) to the ICT system will be assigned, the manner of processing their personal
data, and the Provide undertakes to process personal data exclusively in accordance with the
Regulation.

4. The Provider acknowledges that authorization assigning_to the Provider's employee must be
controlled by the principle of minimum necessity and is not claimable.

5. The Provider acknowledges that in case of unsuccessful attempts to authorize a user (an
individual from Provider’'s party), the respective account can be blocked and treated as a
security incident and measures for security incident management can be applied (e.g.:
immediate cancellation of access to the information assets of CEZ Group).
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2.5 Acquisition, Development and Maintenance

1. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:

a) Ensure secure implementation, innovation, update and testing of technologies that are part
of the terms and conditions of the contract.

b) Transfer the documentation of the terms and conditions of the contract to the Consumer
including at least:
= documentation of actual execution
= documentation of all security settings, functions and mechanisms
= documentation including a description of authorization concept and authority
= documentation including back-up and archiving processes
= documentation including installation and configuration processes
= documentation for ensuring the continuity of operation and recovery after an accident

2. In case the terms and conditions of the contract include software development, the Provider is
bound to:

a) Adhere to and implement the best practices for safe software development defined in the
contract relationship.

b) Allow the Consumer to carry out an audit on the fulfilment of the contract and, on written
request, present the Consumer with developed sources code of software, if the audit activities
and showing the source code are mentioned in the contract. The consumer will be allowed
to execute code review (automated through security tools, and manual), especially in order
to verify that the Provider is proceeding or proceeded in fulfilling the contract according to
the terms and conditions of the contract and the Security requirements.

c) Provide the Consumer, in the terms stated by the Consumer, respectively, without
unnecessary delay, the requested co-operation on execution of security testing during the
development of the software or anytime after the delivery of the software.

d) Ensure that the fulfillment will include only the elements that are objectively necessary for
proper operation of the software and/or that are explicitly specified in the contract (especially
that the software will not include any unnecessary components, any program samples etc.).

e) In case the installation of the operating system or other third-party software is a part of the
fulfillment of the contract, ensure, during its installation, that the specified versions of these
products installed are compatible and functional within the Consumer’s environment.

f) Ensure the security of the Provider’'s testing environment and security of the testing data
provided by the Consumer.

g) Ensure that only an executable code, specified by the terms and conditions of the contract
will be supplied within the production environment, and the necessary data for operation of
the contract fulfillment will be compiled.

h) Ensure that, according to the terms and conditions of the contract, the provided software will
be
= in accordance with the security policies and standards of the Consumer
= tested in accordance with the security policies of the Consumer (applies to the Provider,

in case they were introduced to such security policies)

]
SKUPINA CEZ 12



i)
k)

m)

n)

2.6

Install software only based on the migration processes approved by the Consumer in
advance.

Transfer the source code to the Consumer in secure form, ensuring its integrity.

Ensure the management of various versions of the source code.

Ensure the back-up of the source code and its safe storage outside the production
environment.

Ensure that the distribution of the source code includes a file from the development
environment for directed compilation of said source codes.

Not develop, compile or share, in the environment of the Consumer, a program code with
the purpose of illegal takeover, disruption of access, confidentiality or integrity or
unauthorized and illegal acquisition of data and information.

Cyber Security Events and Incidents Management

1. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:

a)

b)

d)

e)

Without unnecessary delay, report to the Consumer all security events and incidents with
potential negative impact to the Consumer through a specified communication channel or
through the Contact Person.

Evaluate concerning information security incidents and preserve it for future use according
to the requirements of valid Czech and European legislation.

In case of a security event and consecutive management and evaluation of the security
incident, and/or in case of suspicion of a security incident, provide the Consumer with the
relevant information concerning an identified suspicious device or individual from the
Provider’s party.

Without unnecessary delay, and after agreement with the Consumer, implement measures
requested by the Consumer within the agreed terms in order to reduce the impact of a
security incident or prevent the continuation of an incident, that can make an impact to the
Customer.

Co-operate in the analysis of the causes of security incident and suggest measures with the
intention to prevent its recurrence in case the security incident was cause by the Provider, or
the Provider participated in its origin.

2. The Provider acknowledges that the process of management of security incidents, or other
consequential breach of the Security Requirements, caused by the Provider will not be
considered as a circumstance excluding the responsibility of the Provider for delaying the
fulfillment of the terms and conditions of the contract and will not be a basis for a compensation
of any kind in case of damage to the Provider or any other individual from the Consumer’s party.
Other provisions concerning the accountability of the Provider for extensions included in the
contract are not influenced by the provision.

2.7

Business Continuity Management

1. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:
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a)

b)

2.8

Ensure adequate continuity of any assets in their ownership that are necessary for the
fulfillment of the terms and conditions of the contract.

Continuously control and test that they are capable of ensuring the continuity of assets
according to the agreed level of service.

Physical Security

1. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:

a)

b)

2.9

Adhere to the operational rules of the buildings (regime measures) and used spaces,
especially in the area of physical safety of security areas, where the components of ICT
systems or the data carriers are placed.

In accordance with the terms and conditions of the contract, ensure the physical safety of the
installation, back-up or archiving of media and documentation in accordance with the
Classification scheme, especially labeling, preservation and disposal.

Security Tools

1. The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating a developing security measures. The Provider is, at a minimum, bound to:

a)

b)

c)

d)

Implement  security measures for removal or Dblockage of the network

connection/connections that does/do not fulfill the requirements for the security of the

integrity of the communication network.

Implement access from a mobile device to the environment of the Consumer only through

secured connection of virtual private network (VPN).

Connect to the environment of the Consumer only such devices (switch, Wi-Fi access point,

router, hub etc.) that have passed through an approval process, including that their

connection was approved by an authorized individual in technical matters from the

Consumer’s party, and who is identified in the contract.

Without unnecessary delay, document and deactivate all unused terminals in the network or

unused ports in active network element, that is according to the terms and conditions of the

contract and is in the report of the Provider.

Avoid installation onto any assets of the Consumer, or use in the environment of the

Consumer, the following types of tools, unless they are part of the contract:

= Keylogger - software or hardware, that can, without authorization, log keystrokes with
the aim to disrupt the confidentiality of the input data and information.

=  Sniffer - software or hardware, that allows unauthorized monitoring of network traffic.

= Weakness analyzer (Weakness scanner) - software or hardware tool allowing the search
and identification of weaknesses in the ICT systems, detection of available network
services and ports, running processes, running afflictions and their versions etc.

= Backdoor - hidden software or hardware tool, allowing bypass of approved
authentication procedures, installed with the aim of providing easy, unauthorized access
to the ICT system.

= Malware and other malicious software that disturbs bypasses or restricts the security
measures in the Consumer environment in any way.
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f) connect to the Consumer environment only ICT devices that meets the following
requirements:
= Security patches must be applied (operating system, internet browser, MS Office, Java
and possibly other SW if applicable);

= Must have anti-virus protection installed, running, and updated.

= The mass storage media (flash drives, floppy disks, CDs, and DVDs, etc.) must be
checked on a device that has updated antivirus protection before it can be used.

= |t must be connected only to dedicated secure zone as defined in the operations or
project documentation. If it is not defined in the operations or project documentation, it
is assumed that the connection of such devices is not permitted.

g) Continuously record and preserve data concerning the ICT device operation (operation and
localization information) according to the contract and in adherence with requirements of
valid Czech and European legislation.

h) Upon request, provide the Consumer with a report including the results of monitoring of all
user and administrative activities and other events according to the contract and for up to 2
years after the termination of the contract.

i) Ensure the collection of information concerning the operational and security activities
according to the contract, and the security of acquired information from unauthorized reading
or modification.

j) For ondine transactions completed through web technologies, implement TLS/SSL
certificates with the aim of ensuring their confidentiality, integrity and identity communicating
parties.

k) Secure all private information provided by the Consumer with appropriate encryption and
against unauthorized access, especially on the mobile devices.

2. The Provider acknowledges that, if the technical connection of the CEZ Group to the Provider
is causing disturbance to the functioning of the CEZ Group, the connection can immediately be
ended without prior warning, unless the contract states otherwise.

3. The Provider acknowledges that all activities of the Provider and their fulfillment realized in the
environment of the Consumer are monitored and evaluated in accordance with the fulfillment
of the contract and adheres to the internal documents of the Consumer, which have been
introduced to the Provider.
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