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1. Uéel

a) Definovat bezpecnostni pozadavky pro Poskytovatele konzultaéni a poradenské ¢innosti, kdy v
této souvislosti Poskytovatel pfistupuje k informacim Objednatele. Vyuziva-li Poskytovatel pfi
poskytovani pfedmeétu plnéni poddodavatele, je povinen zajistit adekvatni dodrzovani téchto
Bezpelnostnich pozadavkd rovnéz ve smluvnich vztazich se svymi poddodavateli.

b) Zajistit ochranu informaci Objednatele, se kterymi se Poskytoval seznami v ramci jednani a
nasledném plnéni smlouvy.

2. Bezpec¢nostni pozadavky

Poskytovatel bere na védomi, ze Objednatel ma zaveden systém fizeni bezpecnosti informaci dle
ISO/IEC 27001 a zaroven je osobou dle § 3 odst. ¢) a d), pfip. f) a g) zdkona ¢. 181/2018, Sb., o
kybernetické bezpecnosti a je povinen naplnit pozadavky souvisejici legislativy.

2.1. Systém fizeni bezpeénosti informaci

Poskytovatel se bude v rozsahu predmeétu pIinéni aktivné podilet na dodrzovani, provozu a rozvoiji
bezpecnostnich opatfeni Objednatele a zaroven se zavazuije:

a) Prosadit bezpecnostni zasady a procesy, které budou pokryvat zabezpeceni dat a informaci,
jez mohou byt vytvareny a zpracovavany na strané Poskytovatele pfi poskytovani predmétu
plnéni.

b) Ridit vlastni rizika, kterd mohou ovlivnit poskytovani pfedmétu pInéni.

c) Na zékladé bezpecnostnich potreb a vysledkl hodnoceni rizik zavést prislusna bezpeénostni
opatreni v rozsahu poskytovaného predmétu plnéni, monitorovat je a vyhodnocovat jejich
ucinnost.

d) Vytvorit a schvalit bezpecnostni politiku, ktera bude pokryvat zabezpeceni dat a informaci, jez
mohou byt vytvafeny a zpracovavany na strané Poskytovatele pfi poskytovani pfedmétu
plnéni.

e) Stanovit a udrZzovat aktualni opatfeni bezpecnosti ve formé procesl a technologii, které
zajistuji naplnéni bezpecnostni politiky.

f) Zajistit bezpecny provoz informacniho systému a infrastruktury vyuzivané pro poskytovani
predmétu plnéni.

g) Zajistit sbér informaci o provoznich a bezpedénostnich ¢innostech v rozsahu pfedmétu plnéni
a ochranu ziskanych informaci pred jejich neopravnénym ¢tenim nebo zménou.

h) Na vyzadani poskytnout Objednateli pfehled, report, &i jinou adekvatni informaci o
bezpecnostnich opatfenich zavedenych na svém informacnim systému a infrastrukture.
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2.2,

Pristup k informacim Objednatele

Veskeré zpristupnéné informace zlstavaji vyhradnim vlastnictvim Objednatele a Poskytovatel je
opravnén tyto informace uzit jen pro ucely plnéni smlouvy Objednavatele.

Poskytovatel se zavazuje:

a)

b)

c)

d)
e)

f)

sdélit informace Objednatele pouze tém svym zaméstnanctim nebo spolupracujicim osobam, které
nezbytné informace potfebuji znat pro Ucely plnéni této smlouvy, jsou soucasné zavazani k
mliCenlivosti a byli seznameni s témito Bezpecnostnimi pozadavky;

nezneuzit informace Objednatele k jinému Ucelu, nez je pInéni pfedmétu smlouvy, zejména
nenakladat s informacemi v rozporu s opravnénymi zajmy Objednatele;

zabezpecdit informace Objednatele pred jejim zpfistupnénim nepovolenym tretim osobam, a to
prijetim potfebnych technickoorganizacni opatreni, ktera zamezi neopravnénému nebo nahodilému
pristupu k informacim Objednatele, k jejich zniCeni Ci ztrate, nebo

neopravnenému uziti ze strany nepovolené osoby;

pofizovat kopie informaci Objednatele pouze v nezbytnych pfipadech;

veSkeré informace poskytnuté Objednatelem chranit vhodnym Sifrovanim a proti neautorizovanému
pfistup, a to zejména na mobilnich zafizenich.

po skonceni pinéni smlouvy bez zbyte¢ného odkladu skartovat veSkeré informace a data
Objednatele, které mu byly v souvislosti s pInénim smlouvy predany.

V pfipadé, ze Poskytovatel pfistupuje do systému ICT Objednatele:

g) Poskytovatel bere na védomi, ze pfistup k systému ICT je mozné povolit pouze fyzické

identité zaméstnance poskytovatele / poddodavatele poskytovatele s vygenerovanym
jednozna&nym identifikatorem IPD, déle pak zaevidované v registru identit SKC, a to na
zakladé pozadavku poskytovatele na pfistup. Pro zaevidovani v registru identit Skupiny
CEZ je nezbytné sdéleni téchto osobnich Gdajli zaméstnance Poskytovatele:
= Jméno (Registr identit, Generator IPD)
= Pfijmeni (Registr identit, Generator IPD)
= Rodné prijmeni (Registr identit, Generator IPD)
= Pohlavi (Generator IPD)
= Datum narozeni (Registr identit, Generator IPD)
= Rodné &islo (Generator IPD — RC v systémech neukladame, nepozadujeme jeho zasilani
ani zaznamenani do formuléare ale je vyzadovano pfi generovani identifikatoru IPD, kdy toto
fyzicka identita sdéli v okamziku generovani jednoznaéného identifikatoru IPD. V pfipadé
nesouhlasu fyzické osoby s pouzitim RC je IPD generovano z data narozeni a dal$ich
osobnich Udajl fyzické osoby).
= Email (Registr identit, Generator IPD)
= Mobilnitelefon pfipadné pevna linka (Registr identit)

h) Poskytovatel se zavazuje informovat své zaméstnance a poddodavatele, kterym bude

i)

pridélen pristup (fyzicky, logicky) k systému ICT, o zpUsobu zpracovani jejich osobnich
udaja.

Poskytovatel bere na védomi, ze pfidéleni opravnéni zaméstnanci poskytovatele musi byt
fizeno principem nezbytného minima a neni narokové.

Poskytovatel bere na védomi, Ze v pfipadé nelspésnych pokusd o autentizaci uzivatele
(osoby za stranu Poskytovatele) mUze byt prislusny Ucet zablokovan a fesen jako
bezpelnostni incident a mohou byt uplatnény pfislusné postupy zvladani bezpecnostniho
incidentu (napt. okamzité zrueni pFistupu k informagnim aktivim SKC).
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2.3. Bezpecnost prenosu dat a informaci

K uceldim prenosu dat a informaci musi byt na obou stranach uréena (jmenovéana) Kontaktni osoba,
ktera je autorizovana prenos dat a informaci provadét. Bezpené moznosti pfenosu dat a informaci
jsou:

a) Sifrovana emailova komunikace (MIP, S/MIME nebo zip s heslem)

b) Externi SharePoint (EDP) - sluzba poskytovana spole¢nosti CEZ ICT Services, a.s.

c) Sifrované pfenosné zafizeni zabezpe&ené PINem (USB disk)

d) Predanitisténych informaci (osobné / postou)

e) Datova schranka

f) Portal dodavatele

2.4. Zvladani bezpeénostnich udalosti a incidentt

Poskytovatel se zavazuje:

a) Bez zbytecného odkladu hlasit Objednateli vSechny bezpecnostni udalosti a incidenty s
potencialnim negativnim dopadem na Objednatele, a to stanovenym komunikacnim
kanalem nebo prostfednictvim Kontaktni osoby.

b) V pfipadé vzniku bezpecnostni udalosti a nasledného zvladani a vyhodnocovani
bezpecnostniho incidentu a/nebo v pfipadé podezieni na bezpecnostni incident poskytnout
Objednateli souc¢innost a relevantni informace o podezrelém zafizeni na strané
Poskytovatele.

c) Bez zbyte¢ného odkladu a po dohodé s Objednatelem realizovat opatfeni, pozadovana
Objednatelem v dohodnutych terminech, ke snizeni dopadu bezpecnostniho incidentu
nebo zamezeni pokradovani incidentu, ktery mize mit dopad na Objednatele.

d) Spolupracovat pfi analyze pficin bezpecnostniho incidentu a navrhnout opatreni s cilem
zamezit jeho opakovani v pfipadé, ze poskytovatel bezpeCnostni incident zapficinil nebo se
na jeho vzniku podilel.

Poskytovatel bere na védomi, ze postup zvladani bezpe&nostniho incidentu &i jiny disledek
poruseni Bezped&nostnich pozadavkd, jehoz pri¢ina je na strané Poskytovatele, nebude posuzovan
jako okolnost vylucéujici odpovédnost Poskytovatele za prodleni s fadnym a véasnym plnénim
prfedmétu této smlouvy a nebude divodem k jakékoli nahradé pfipadné ujmy poskytovateli &i jiné
0sobé ze strany objednatele. Ostatni ustanoveni ohledné odpovednosti Poskytovatele za prodleni
obsazena v této smlouvé nejsou timto ustanovenim dotcena.
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https://www.microsoft.com/cs-cz/security/business/information-protection
https://cs.wikipedia.org/wiki/S/MIME
https://cs.wikipedia.org/wiki/S/MIME

Security requirements
for Providers
of consulting
and advisory services






1. Purpose

a) Define the Security Requirements for providers of consulting and advisory services, if the
Provider accesses the Consumer ‘s Information within this context. If the Provider uses a
subcontractor in providing the subject of performance, it is obliged to ensure adequate
compliance with these Security Requirements also in contractual relations with its
subcontractors.

b) Assure Consumer s information security, with which the Provider becomes acquainted
during the negotiations and subsequent performance of the contract.

2. Security Requirements

The Provider acknowledges, that the Consumer has established the Information Security
Management System according to ISO/IEC 27001 and is a subject according to § 3 paragraph c)
and d), eventually f) and g) of the Act 181/2018 Coll. and is obliged to meet the requirements of
the related legislation.

2.1. Information Security Management System

The Provider will actively participate, according to the terms and conditions of the contract, in
observing, operating and developing security measures. The Provider is, at least, bound to:

a) Implement security principles and processes, which will cover the data and information
security, that can be created and processed on by the Consumer when providing the
subject of performance.

b) Manage their own risks that can affect the provision of the subject of performance.

c) Based on security needs and risk evaluation results, implement appropriate security
measures within the scope of the provided subject of performance, monitor them and
evaluate their effectiveness.

d) Create and approve a security policy that will cover the data and information security that
may be created and processed by the Provider in providing the subject of performance.

e) Establish and maintain current security measures in the form of processes and
technological means that ensure compliance with the security policy.

f) Ensure the safe operation of the information system and infrastructure used to provide the
subject of performance.

g) Ensure the collection of information on operational and safety activities within the scope of
the subject of performance and the protection of the information obtained against its
unauthorized reading or change.

h) Upon request, provide the Consumer with an overview, report or other adequate
information on security measures implemented in its information system and infrastructure.
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2.2. Access to Consumer s information

All available information remains the Consumer property and the Provider is entitled to use this
information only for the purposes of fulfilling the subject of performance.

The Provider is, at least, bound to:

a) Communicate the Consumer s information only to their employees or cooperating persons
who necessarily need to know the information for the purposes of performance of this
contract, are simultaneously bound to confidentiality and have been acquainted with these
security requirements.

b) Not to misuse the Consumer s information for a purpose other than the subject of
performance, not to handle information contrary to the Consumer s legitimate interests.

c) Secure the Consumer s information against the access of unauthorized third parties by
taking the necessary technical and organizational measures to prevent unauthorized or
accidental access to the Consumer “s information, its destruction or loss, or unauthorized
usage.

d) Make copies of the Consumer s information only in necessary cases.

e) Protect all information provided by the Consumer by appropriate encryption and against
unauthorized access, especially on mobile devices.

f) After the termination of the performance of the contract, without undue delay, dissolve all
Consumer s information and data which were handed over in connection with
performance of the contract.

In case when Provider accesses the Consumer “s ICT system:

g) The Provider acknowledges, that the access to the ICT system can be allowed only to the
physical identity of the Provider s / subcontractor s employee with the generated unique
IPD identifier and registered in the registry of CEZ Group identities, based on the
Provider s request for access. For registration in the CEZ Group identity register, it is
necessary to disclose these personal data to the Provider 's employee:

= Name (Identity register, IPD generator)

= Last name (Identity register, IPD generator)

= Maiden name (ldentity register, IPD generator)

= Gender (IPD generator)

= Date of birth (Identity register, IPD generator)

=  Birth number (IPD generator - it is not stored, it “s not required to be sent or
recorded in the form, but it “s required to generate the identifier. Person
discloses it at the time of generating; valid only for Czech citizens. In case of
persons disagreement, the IPD is generated from the date of birth and other
personal data).

= Email (Identity register, IPD generator)

= Mobile phone or landline (IPD register)

h) The Provider acknowledges informing the employees and subcontractors, to whom the
access (physical, logical) to the ICT system will be assigned, the manner of processing their
personal data.

i) The Provider acknowledges that authorization assigning to the Provider 's employee must
be controlled by the principle of least privilege and is not claimable.

i) The Provider acknowledges that in case of unsuccessful attempts to authorize a user (an
individual from Provider s party), the respective account can be blocked and treated as a
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security incident and measures for security incident management can be applied (e.g.:
immediate cancellation of access to the information assets of CEZ Group).

2.3. Security of data and information transfer

For the purposes of data and information transfer, a Contact Person must be assigned (appointed)
on both sides, who is authorized to perform data and information transfer. Secure data and
information transfer options are:

a)
b)
c)
d)
e)
f)

2.4.

Encrypted email communication (MIP, S/MIME or zip with password);
External SharePoint — service provided by CEZ ICT Services;
Encrypted portable device secured by PIN (USB flash disc);
Transmission of printed information (in person / by mail);

Data box;

Supplier s portal.

Security Events and Incidents Management

The Provider is, at least, bound to:

a)

b)

c)

d)

Without unnecessary delay, report all security events and incidents with potential negative
impact to the Consumer through a specified communication channel or through the
Contact Person.

In case of security event and following treatment and evaluation of the security incident,
and/or in case of suspicion of a security incident, provide the Consumer with the relevant
information concerning an identified suspicious device or individual from the Provider s
party.

Without unnecessary delay, and after agreement with the Consumer, implement measures
requested by the Consumer within the agreed terms in order to reduce the impact of a
security incident or prevent the continuation of the incident, that can make an impact to the
Customer.

Co-operate in the analysis of the causes of security incident and suggest measures with the
intention to prevent its recurrence in case the security incident was caused by the Provider,
or the Provider participated in its origin.

The Provider acknowledges that the process of security incidents management, or other
consequential breach of the Security Requirements, caused by the Provider will not be considered
as a circumstance excluding the responsibility of the Provider for delaying the fulfillment of the
terms and conditions of the contract and will not be a basis for a compensation of any kind in case
of damage to the Provider or any other individual from the Consumer s party. Other provisions
concerning the accountability of the Provider for extensions included in the contract are not
influenced by the provision.

- ______________________________________________________________________|
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